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SOTELO V. DIRECTREVENUE, LLC: PAVING THE
WAY FOR A SPYWARE-FREE INTERNET
Julie Anderson & David Fisht
"Many companies and computer users consider
advertisements and Spyware an Internet scourge"I

pop-up

INTRODUCTION

Consumers who wish to connect to the Internet have had to pay a
high price lately for doing so. The high price has not necessarily come
in the form of Internet connection bills, but in the form of wasted time
and diminished computer productivity that is caused from pop-up
advertisements frequently appearing on consumers' computers. A
pop-up advertisement is an advertisement that is displayed on the
user's computer through a new browser window. Because it appears
through a new browser window, the advertisement cannot be removed
unless the user interrupts his or her work to close or minimize the
display. This form of advertising has gained popularity with
advertisers, but has generated much ill-will with consumers. The popup advertisements are distributed through spyware software
programs,' which generally track the user's Internet activity and send
a flood of these pop-up advertisements to the user's computer. These
spyware programs are often downloaded onto the computer without
the user's knowledge or consent. Once downloaded, the excessive

t Julie Anderson and David Fish are both employed at The Collins Law Firm, P.C. in
Naperville, Illinois. The Collins Law Firm is currently representing plaintiff Mr. Stephen Sotelo
in Sotelo v. DirectRevenue, LLC.
I Sotelo v. DirectRevenue, LLC, 384 F. Supp. 2d 1219, 1230 (N.D. Ill. 2005).
1. Spyware is defined as "any software that covertly gathers information about a user
while he/she navigates the Internet and transmits the information to an individual or company
that uses it for marketing or other purposes." WEBSTER'S NEW MILLENNIUM DICTIONARY OF
ENGLISH, (Barbara Ann Kipfer ed., preview ed. v. 0.9.6 2005), available at
http://dictionary.reference.com/search?q=spyware. This article does not intend to suggest that
DirectRevenue is a spyware company. Rather, it reports on the allegations of the Sotelo
complaint that was filed in 2005.
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number of pop-up advertisements that are sent drain a user's
computer capacity and interrupt the user's work and Internet activity.
This article will provide an in-depth look into Sotelo v.
DirectRevenue, LLC, a recent case brought on behalf of computer
users against alleged participants in this spyware industry. Sotelo v.
DirectRevenue, LLC was the first case in which a federal court held
that an individual computer user could state a claim against an alleged
spyware software company, along with the advertisers and agencies
doing business with the spyware company. Part I of this article
provides a brief background of the spyware industry; Part II discusses
the case law that preceded Sotelo v. DirectRevenue, LLC and created a
strong foundation for the viability of a trespass to chattels cause of
action. Part III will discuss the complaint the plaintiff filed in Sotelo
v. DirectRevenue, LLC, and Part IV analyzes the court's ruling on
defendants' motions to dismiss the plaintiffs complaint. Part V
discusses the sweeping injunctive relief that DirectRevenue agreed to
in its settlement of the lawsuit. Finally, Part VI discusses how the
Sotelo case stood on stronger footing than previous spyware cases, to
ultimately achieve greater success than what was realized in these
earlier cases.
I.

THE SPYWARE INDUSTRY

Last year alone, consumers spent $143.2 billion on online
transactions. 2 With the stakes of online business so high, companies
are looking for more creative ways to attract consumers' attention and
business to their web pages. Online advertising first began with
banner advertisements and spain e-mails. 3 Banner advertisements
were stationary ad displays that could be seen on the side or the top of
a web page, 4 and spain was unsolicited bulk e-mail that was sent to a
computer user's e-mail account. 5 However, as banner advertisements
were typically ignored and spain e-mail was deleted without
consumers ever reading it, advertisers looked for more creative ways
to grab the consumers' attention-and with that idea, the pop-up
advertisement was born.

2. Tech Briefs, CHI. SUN TIMES, Jan. 21, 2006, at 32, availableat 2006 WLNR 1152142.
3. Geoffrey D. Wilson, Internet Pop-Up Ads: Your Days Are Numbered! The Supreme
Court of California Announces a Workable Standardfor Trespass to Chattels in Electronic
Communications, 24 LOY. L.A. ENT. L. REv. 567, 569 (2004).
4. Id.
5. CompuServe Inc. v. Cyber Promotions, Inc., 962 F. Supp. 1015, 1019 (S.D. Ohio
1997).
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A pop-up advertisement is an advertisement that is displayed on
a new browser window. 6 Often a user will not be able to use their
computer until some action is taken to close or minimize the pop-up
window. 7 Pop-up advertisements are frequently sent by utilizing
spyware that has been installed on a computer. These spyware
programs are bundled into free software programs (such as games or
screen savers) and downloaded onto a user's computer, often without
a user's consent. 8 The spyware software will then track the Internet
activity and apparent interests of the user, and pop-up advertisements
that are targeted towards these tracked interests are then sent to the
user's computer. 9 For example, if a computer user who has spyware
software downloaded onto his or her computer was interested in
browsing travel-related web sites, the spyware software could monitor
the travel-related interests of the browsing behavior and send
advertisements to the computer from other travel-related companies
who had paid the spyware software company to have access to this
Internet advertising service.
The "advantage" that businesses receive from the pop-up ads is
that, unlike the banner ads or spam e-mail which can easily be
ignored, the pop-up is automatically displayed on the computer screen
and cannot be removed unless the user manually closes the browser
window on each advertisement that is displayed.'o These advantages
of the pop-up ads extend only to advertisers, however, they are
generally despised by consumers. 11
II. CASE LAW THAT PAVED THE WAY FOR SOTELO V. DIRECT
REVENUE, LLC

Before spyware advertising became popular, both computer
users and Internet Service Providers (ISPs) experienced frustrations
with the earlier Internet advertising practice of sparn e-mail. The mass

6. Marketing Terms, Definition of a Pop-up,
http://www.marketingterms.com/dictionary/popupad/ (last visited Jan. 23, 2006).
7. Wilson, supra note 3, at 570 ("[W]hen a pop-up ad pops up, users are forced to stop
whatever they are doing and close the newly created browser window.").
8. Irene E. McDermott, I Spy with My Little Eye: Removing and Repelling Spyware and
Malware, SEARCHER, Vol. 13, Issue 8, Sept. 1, 2005, at 16; see also Spyware Snags Blogger
Users, EWEEK, Feb. 23, 2005, http://eweek.com/article2/0,1759,1768836,00.asp (problems with
spyware being downloaded when users sign up for blogs).
9. McDermott, supra note 8.
10. Wilson, supra note 3, at 570. See also Brian Morrissey, AOL Pops Pop-Ups, CLICKZ
NEWS, Mar. 12, 2003, http://www.clickz.com/news/article.php/2108501.
11. Morrissey, supra note 10; McDermott, supra note 8.
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amounts of unsolicited e-mails took up much of the limited storage
space available on Internet Service Providers' servers and the users'
inbox memory.12 Computer users were also growing tired of sifting
through the unwanted e-mails each day, and Internet Service
Providers were spending more time and resources fielding complaints
from unhappy customers and attempting to build filters that would
block out the unwanted mail. The frustrations from both the
consumers and Internet Service Providers led to legal action against
the companies sending the spam e-mail. 13 The cases that first attacked
spam e-mail found that one of the oldest torts, trespass to chattels,
was perhaps the most effective weapon to combat the modem
problems associated with Internet interference.14
The first significant decision in this area was CompuServe v.
Cyber Promotions.15 CompuServe was an Internet Service Provider
that had received numerous complaints from customers who were
receiving unwanted e-mails from Cyber Promotions. 16 Plaintiff
demanded that Cyber Promotions stop sending the unwanted e-mails
17
to CompuServe's customers, but this demand was ignored.
CompuServe had tried developing software that could block the
unwanted e-mails, but its efforts were insufficient, and the company
kept on losing customers who were frustrated by the number of
unwanted e-mails they continued to receive. 18 In court, CompuServe
requested a preliminary injunction to prevent the defendant from
sending additional e-mails.19 CompuServe alleged that the conduct of
CyberPromotions constituted trespass to chattels, and the court
agreed. The court found that "electronic signals generated and sent by
computer have been held to be sufficiently physically tangible to
support a trespass cause of action,"'20 and "to the extent that

12. CompuServe Inc. v. Cyber Promotions, Inc., 962 F. Supp. 1015, 1019 (S.D. Ohio
1997).
13. Id.
14. See Intel v. Hamidi, 30 Cal. 4th 1342, 1348, 1 Cal. Rptr. 3d 32, 37, 71 P.3d 296, 300
(2003) (discussing the federal district courts' approval of trespass to chattels as a theory of
liability against "spammers").
15. CompuServe Inc. v. Cyber Promotions, Inc., 962 F. Supp. 1015 (S.D. Ohio 1997). See
also Michael R. Siebecker, Cookies andthe Common Law: Are InternetAdvertisers Trespassing
on Your Computers?, 76 S. CAL. L. REv. 893, 924 (2003) (noting the importance of
CompuServe v. Cyber Promotions).
16. CompuServe, 962 F. Supp. at 1019.
17. Id. at 1017.
18. Id. at 1019.
19. Id. at 1017.
20. Id. at 1021.
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defendants' multitudinous electronic mailings demand disk space and
drain the processing power of plaintiffs computer equipment, those
resources are not available to serve CompuServe subscribers[, and]
therefore, the value of that equipment to CompuServe is diminished
'2 1
even though it is not physically damaged by defendant's conduct.
Similar cases (brought by Hotmail and America Online) followed the
reasoning behind the CompuServe decision-to also hold that a
company that interferes with the use and enjoyment of one's
computer through sending excessive numbers of unauthorized e-mail,
damages the chattel. 22 The sender can then be liable to the owner of
the computer for trespass to chattels.
However, the use of a trespass to chattels claim to establish
liability against senders of unwanted e-mails is not without
limitations. Some guidelines on the cause of action were established
in Intel v. Hamidi, another significant decision in the area of Internetrelated case law. 23 In Intel v. Hamidi, the defendant (a former
employee of Intel Corporation) had sent e-mails to Intel employees
that criticized Intel's employment and hiring practices. 24 These emails were sent only approximately six times over a period of two
years. 25 Intel attempted to characterize the defendant's conduct as a
trespass to chattels upon its computers and computer system, but this
argument was rejected by the court. Although the e-mails were
unwanted, the court reasoned that a claim for trespass to chattels
could not be established if the e-mails had not damaged Intel's
computers or impaired their functioning or productivity in any way.26
The damage that Intel had really suffered was not related to the
computer (the chattel that formed the basis of the claim), but the loss
of productivity from employees who read and later discussed the
contents of the defendant's critical e-mails. 2 7 CompuServe and Intel,
taken together, establish that so long as the computer (or chattel) itself
21. Id. at 1022.
22. See, e.g., America Online, Inc. v. LCGM, Inc., 46 F. Supp. 2d 444 (E.D. Va. 1998);
Hotmail Corp. v. VanS Money Pie, Inc., No. C-98 JW PVT ENE, C 98-20064 JW, 1998 WL
388389 (N.D. Cal. Apr. 16, 1998); America Online Inc. v. IMS, 24 F. Supp. 2d 548 (E.D. Va.
1998); America Online v. Prime Data Systems, No. Civ.A. 97-1652-A, 1998 WL 34016692
(E.D.Va. Nov. 20, 1998). See also Intel Corp. v. Hamidi, 30 Cal. 4th 1342, 1348, 1 Cal. Rptr. 3d
32, 37, 71 P.3d 296, 300 (2003) (discussing the federal district courts' approval of trespass to
chattels as a theory of liability against "spammers").
23. Siebecker, supranote 15, at 928-29.
24. Intel, 30 Cal.4th at 1346, 1 Cal. Rptr. 3d at 36, 71 P.3d at 299.
25. Id.
26. Id. at 1347, 1 Cal. Rptr. 3d at 36, 71 P.3d at 300.
27. Id.
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has been impaired or damaged as a result of the unwanted e-mails, a
28
claim for trespass to chattels can be established.
Other Internet interferences besides spain e-mail have also been
successfully attacked through trespass to chattels. In eBay v. Bidder's
Edge, the final significant Internet-related decision discussed in this
article, the defendant employed a computer "web crawler" that
continuously searched eBay's online auction web page. 29 The web
crawler would copy information from eBay's web site and post that
information on defendant's own web page. 3 0 Defendant's program
performed an average of 10 million searches per day upon eBay web
site, and damaged eBay's computer system through consuming
approximately 1.53% of the available server space. 3 1 The court
followed the reasoning of CompuServe, and found that Bidder's Edge
would likely be liable as a trespasser for the damage its web crawler
caused to eBay's computers. This case is significant because it
demonstrates that trespass to chattels is not limited to the spain e-mail
cases where it was first used.32 A computer that is damaged through
any interference can establish a claim for trespass to chattels against
the person or entity that caused the damage.
These cases have established a strong foundation that when
unwanted interferences of any type damage a computer by
"demand[ing] the disc space and drain[ing] the processing power" of
the plaintiffs computer equipment, a cause of action for trespass to
chattels can be established. 3 3 Just as the unwanted e-mails and web
crawler damaged the computer systems in the previous cases, the
unwanted pop-up advertisements have similarly damaged Mr.
Sotelo's computer, and the foundation provided from these decisions
has paved the way for Mr. Sotelo's complaint.

28. Siebecker, supra note 15, at 929.
29. A web crawler is defined as a "program which visits remote sites and automatically
downloads their contents for indexing." High-Tech Dictionary,
http://www.computeruser.com/resources/dictionary/noframes/index.htm (last visited Jan. 27,
2006). eBay Inc. v. Bidder's Edge, Inc., 100 F. Supp. 2d 1058, 1060-63 (N.D. Cal. 2003).
30. eBay, 100 F. Supp. 2d. at 1060-62.
31. Id. at 1064.
32. See also Register.com, Inc.v. Verio, Inc., 126 F. Supp. 2d 238, 248-51 (S.D.N.Y.
2000).
33. CompuServe, Inc. v. Cyber Promotions, Inc., 962 F. Supp. 1015, 1022 (S.D. Ohio
1997).
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III. SOTELO'S COMPLAINT
A. Parties
On March 31, 2005, a five-count class action complaint was filed
against multiple defendants who were alleged to either be involved in
the spyware industry, or who allegedly advertised through those in the
spyware
industry.
The defendants
included, AccuQuote,
BetterIntemet, aQuantive, DirectRevenue, DirectRevenue Holdings,
and numerous "John Does" which were identified as other entities or
individuals who were also involved in the wrongdoing, and would be
34
named as a formal defendant once their identities were ascertained.
B. DirectRevenue's Product

The factual basis of the complaint alleged that DirectRevenue
consistently engaged in deceptive conduct by "secretly installing its
software onto computers" by bundling the unwanted spyware
software into other more desirable and legitimate software programs
that the user can download for "free" (e.g., video games). 35 When a
user downloads the "free" program, the spyware software is also
alleged to unknowingly download onto the computer without the
user's knowledge or, frequently, his or her consent.36
DirectRevenue does have an End User Licensing Agreement that
explains the terms of the downloaded software; however, the
complaint alleged that this agreement is frequently not seen by the
user for different reasons. 3 7 For example, a user who has Microsoft
34. Complaint for Plaintiff at
1-5, Sotelo v. DirectRevenue, LLC, 384 F. Supp. 2d 1219
(N.D. Ill. 2005) (No. 05 C 2562).
35. Karen D. Schwartz, Spyware Lawsuit Alleges Computer Hiacking, EWEEK, Apr. 5,
2005,
http://eweek.com/article2/0,1759,1782649,00.asp ("Sometimes... the way [DirectRevenue]
goes about its business is downright offensive."). Susan Kuchinskas, Analyst Claims the Web
Giant Supports Spyware Companies with its Pay-Per-ClickAds, ESECURITY PLANET, Sept. 1,
2005, http://esecurityplanet.com ("DirectRevenue has the worst practices. It may use misleading
pop-ups to get users to install it, and it's unusually difficult to remove .. . it can disable and
delete other software on a user's PC."); Brad Stone, Is This Software on Your Hard Drive?,
NEWSWEEK, Dec. 12, 2004 ("Industry watchers familiar with [DirectRevenue] say it has stooped
as low as any of its rivals in the practices it uses to distribute its software.... Consumer
advocates familiar with the company charge that DirectRevenue has engaged in an array of
unethical practices.").
36. Kuchinskas, supra note 35 ("DirectRevenue has the worst practices. It may use
misleading pop-ups to get users to install it, and it's unusually difficult to remove... it can
disable and delete other software on a user's PC.").
37. Complaint for Plaintiff at I 11, Sotelo v. DirectRevenue, LLC, 384 F. Supp. 2d 1219
(N.D. Ill. 2005) (No. 05 C 2562).
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Windows Pack 2 (a security feature) installed on his or her computer,
a message pops up as the spyware is being downloaded that asks if
the user wants "to install this software. ' 38 See figure below.

Internet Explorer - Security Warning
Do you want to install this software?
Name: the software? By clicking Yes,

ou acknoledge th..

Publisher: BetterInternet
)a
More gptions

lrktD

Dont Instalj

Ela
ait

While files from the Internet can be useful, this file type can potentially harm
your computer. Only Install software from publishers you trust. What's the risk?

This message does not even mention spyware, and is inherently
misleading for the user that does want to install the "free" software
such as the game. The message is also confusing because the "name"
of the software provided in the warning is not even an intelligible
sentence, yet this is the only link available to view the End User
Licensing Agreement on this screen. 39
Once installed, DirectRevenue's software allegedly tracks the
user's Internet activity and overwhelms the computer with unsolicited
pop-up advertisements. The pop-up advertisements will appear in a
new browser window over the computer screen that the user was
previously viewing.4 0 The pop-up will generally remain on the
computer screen until the user closes the browser window.4 1 The
lawsuit alleged that the pop-up advertisements sent through spyware
cause more than mere inconvenience because they flood a user's
computer in such high numbers and at such a high rate that it causes
serious disruptions to the user's work. 42 Newsweek reported that

38. Id.
39. Id.
40. Id. at 16.
41. Id. at 18.
42. Id. at 20.
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DirectRevenue may have sent as many as 1.5 billion pop-up
43
advertisements in just one month of business.
The complaint alleged that the rapid influx of pop-up
advertisements is frustrating to the computer user and causes strain on
the machine itself: such as causing the computer to slow down, taking
up bandwidth over the Internet connection, using memory on the
44
computer, and utilizing pixels and screen space on the monitor.
These programs also decrease a user's productivity as a user must
spend a great amount of time closing the browser windows for the
continually appearing pop-up advertisements and waiting for the
45
slowed down machine to operate.
The lawsuit further alleged that user's frustrations are further
exacerbated by the difficulties encountered in removing the spyware
program from the computer. For example, Newsweek reported that
DirectRevenue has "changed its name so often that frustrated users
can't find the company to complain."'4 6 Likewise, the complaint
alleged that DirectRevenue also changes the file name of its software
to prevent anti-spyware programs and computer technicians from
47
locating the program and removing it from the computer.
C. Legal Claims
The plaintiffs complaint alleged that this deceptive activity fell
within five legal causes of action.
First, plaintiffs complaint alleged that all defendants should be
liable for their actions through trespass to chattels. 48 Trespass to
chattels is a very antiquated tort that has recently reemerged to
combat the very modem problems associated with interference to a
computer. 49 Illinois law is unclear on the elements of the tort, but the
Restatement recognizes the tort and defines it as follows:

43. Stone, supra note 35.
44. Complaint for Plaintiff at 20, Sotelo v. DirectRevenue, LLC, 384 F. Supp. 2d 1219
2005) (No. 05 C 2562).
(N.D. Ill.
45. Id.
46. Stone, supra note 35.
47. Complaint for Plaintiff at 12, Sotelo v. DirectRevenue, LLC, 384 F. Supp. 2d 1219
(N.D. IMI.2005) (No. 05 C 2562).
48. Id. at 29-30.
49. Wilson, supra note 3, at 578 ("Trespass to chattels is experiencing a rebirth in modem
day policy via Internet advertising."). See also Sotelo v. DirectRevenue, LLC, 384 F. Supp. 2d
1219, 1230 (N.D. Il.2005) ("In recent years, trespass to personal property, which had been
largely relegated to a historical note in legal textbooks, has reemerged as a cause of action in
Internet advertising an e-mail cases.").
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A trespass to a chattel may be committed by intentionally (a)
dispossessing another of the chattel, or (b) using or intermeddling
with a chattel in possession of another.
One who commits a trespass to a chattel is subject to liability to the
possessor of the chattel if, but only if, (a) he dispossesses the other
of the chattel, or (b) the chattel is impaired as to its condition,
quality, or value, or (c) the possessor is deprived of the use of the
chattel for a substantial time, or (d) bodily harm is caused to the
possessor, or harm is caused to some person or thing in which the
50
possessor has a legally protected interest.
The computer is a user's personal property. While, the user may
have consented to the "free" software that was downloaded, the
lawsuit alleged that the user does not consent to downloading the
alleged spyware software. 5 1 The condition, quality, and value of the
computer can be impaired when the unwanted pop-up advertisements
are constantly being displayed onto to computer screen, causing
52
disruption to the user's activity.
Plaintiff next alleged that all of the defendants should be liable
for unjust enrichment. In Illinois, unjust enrichment occurs when the
defendant unjustly retains a benefit to the plaintiffs detriment, and
the retention of that benefit "violates the fundamental principles of
justice, equity, and good conscience. '53 Plaintiff alleged that
DirectRevenue, aQuantive, and AccuQuote were all unjustly enriched
by receiving additional advertising fees and business from the pop-up
advertisements that were wrongfully displayed on the plaintiffs
54
computer.
Plaintiff also made further allegations against DirectRevenue
alone. Plaintiff alleged that DirectRevenue's practices had violated
Illinois' Consumer Fraud Act, the computer tampering provisions of
the state's criminal code, and common law negligence standards.
Illinois' Consumer Fraud Act prevents "unfair methods of
competition and unfair or deceptive acts or practices, including...
any practice described in § 2 of the Uniform Deceptive Trade
50. RESTATEMENT (SECOND) OF TORTS, §§ 217, 218 (1965). See also Sotelo, 284 F. Supp.
2d at 1229.
51. Complaint for Plaintiff at
27-30, Sotelo v. DirectRevenue, LLC, 384 F. Supp. 2d
1219 (N.D. I11.
2005) (No. 05 C 2562).
52. Id.
53. HPI Health Care Servs., Inc. v. Mt. Vernon Hosp., Inc., 131 l1.2d 145, 160, 545
N.E.2d 672, 678-79 (1989).
54. Complaint for Plaintiff at
46-49, Sotelo v. DirectRevenue, LLC, 384 F. Supp. 2d
1219 (N.D. Il1. 2005) (No. 05 C 2562).
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Practices Act."'55 Plaintiff alleged that DirectRevenue's practices of
offering "free" software to computer users without fully disclosing
the spyware program that is bundled into the software, and its
confusing and misleading installation and removal practices violated
§ 2 of the Uniform Deceptive Trade Practices Act, and thus the
Illinois Consumer Fraud Act. 56 Plaintiff also alleged that
DirectRevenue's actions violated the computer tampering provisions
of Illinois' Criminal Code. Illinois' Criminal Code provides the
following:
(a) A person commits the offense of computer tampering when he
knowingly and without the authorization of a computer's owner, as
defined in Section 15-2 of this Code, or in excess of the authority
granted to him: ***
(4) Inserts or attempts to insert a "program" into a computer or
computer program knowing or having reason to believe that such
"program" contains information or commands that will or may
damage or destroy that computer, or any other computer
subsequently accessing or being accessed by that computer, or that
will or may alter, delete or remove a computer program or data
from that computer, or any other computer program or data in a
computer subsequently accessing or being accessed by that
computer, or that will or may cause loss to the users of that
computer or the users of a computer which accesses or which is
57
accessed by such "program"
Illinois law allows a plaintiff to pursue a private cause of action
58
against violators of the above provision.
D. Remedies Sought
Plaintiffs prayer for relief asked the court to award
compensatory damages (associated with lost time, use and money
spent on programs to remove the software) and injunctive relief to
prevent the defendants' from downloading the spyware software onto
computers in such a deceptive manner.

55.

815 ILL. COMP. STAT. 505/2 (2005).

56. Complaint for Plaintiff at
31-45, Sotelo v. DirectRevenue, LLC, 384 F. Supp. 2d
1219 (N.D. I11.
2005) (No. 05 C 2562).
57. 720 ILL. COMP. STAT. 5/16D-3 (2005).
58. Id.
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IV. SURVIVING A MOTION TO DISMISS

All of the defendants filed motions to dismiss the plaintiffs
complaint, but on August 29, 2005, United States District Court Judge
Robert Gettleman rendered a decision that was markedly in the
plaintiffs favor, as he allowed a substantial majority of the claims to
proceed. The defendants' motions to dismiss focused on jurisdictional
arguments and the legal merits of plaintiff's causes of action.
The opinion on defendants' motions to dismiss first discussed
the jurisdictional arguments that were made by the defendants.
Defendant, DirectRevenue Holdings, first argued that it was merely
acting as a holding company for the distributors of the software, and
did not have sufficient minimum contacts to subject itself to personal
jurisdiction in Illinois as an out of state corporation. 59 The court found
that "a holding company that neither transacts business nor contracts
to provide a product or services in Illinois is not subject to personal
jurisdiction in Illinois," and the claims against DirectRevenue
60
Holdings, LLC were dismissed.
The remaining defendants, however, were either Illinois
corporations or had sufficient minimum contacts with the state to be
subject to personal jurisdiction in Illinois, and could not make that
argument. 6 1 These remaining defendants instead argued that the court
should not have jurisdiction over the case because the litigation
should be stayed in favor of arbitration as required by the End User
Licensing Agreement. DirectRevenue's licensing agreement has an
arbitration clause that requires the parties to submit "any and all
disputes, controversies, and claims relating in any way to the
Software, this Agreement or the breach thereof' to arbitration in New
York, and the Federal Arbitration Act requires courts to enforce valid,
written clauses. 62 The defendants' argued that the arbitration clause in
the End User Licensing Agreement was valid and enforceable, and as
such, the litigation should be stayed in favor of arbitration under the
63
Federal Arbitration Act.
The court disagreed, because the complaint alleged that the End
User Licensing Agreement was not even shown to the plaintiff.64 The

59. Sotelo v. DirectRevenue, LLC, 384 F. Supp. 2d 1219, 1225-26 (N.D. Il. 2005).
60. Id. at 1226.
61. Complaint for Plaintiff at 6, Sotelo v. DirectRevenue, LLC, 384 F. Supp. 2d 1219
(N.D. I1. 2005) (No. 05 C 2562).
62. 9 U.S.C. § 2 (2005); Sotelo, 384 F. Supp.2d at 1227.
63. Sotelo, 384 F. Supp. 2d 1227.
64. Id. at 1228.
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defendants argued that even if the licensing agreement was not
viewed by the computer user, that the computer user at least had the
opportunity to view it through clicking on a question mark icon that
appeared in the right hand comer of the advertisements that were sent
65
through DirectRevenue's software.
The argument that the "availability" of the End User Licensing
Agreement can render the agreement (and the arbitration clause)
enforceable is similar to the arguments that "click wrap" or "shrink
wrap" licenses in software packages that are viewed only after the
product is purchased are also enforceable. 66 However, the court
distinguished DirectRevenue's End User Licensing Agreement from
such software licensing agreements that were enforced by the Seventh
Circuit in the case of ProCD v. Zeidenberg.6 7 In ProCD v.
Zeidenberg, the Seventh Circuit found that a license agreement could
be enforced, 68 even when not viewed by the purchaser, so long as (a)
the plaintiff was given notice of the existence of an agreement prior to
purchasing the product, and (b) the plaintiff was afforded an
opportunity to return the product if he/she did not agree with the
terms of the licensing agreement. 69 In Sotelo, the court found that
there was not sufficient notice of the existence of an End User
Licensing Agreement, and the deception involved in uninstalling the
product made it much more difficult for a consumer to "return" the
spyware product (as opposed to the software purchased from a store)
if he/she disagreed with the terms of the licensing agreement. After
finding that the notice of the End User Licensing Agreement did not
make this agreement similar to the unseen licensing agreements that
were enforced in ProCD, the court found that a triable issue of fact
existed, and it denied the defendants' motions to dismiss the case in
70
favor of arbitration.
The defendants' also attacked the sufficiency of plaintiffs legal
claims, with the most important legal discussion centering on
plaintiffs claims against all defendants for trespass to chattels. The
court noted that "there is sparse Illinois case law from the last century

65. Id.
66. Id.
67. Id.
68. The Seventh Circuit controls the federal district hearing the Sotleo v. DirectRevenue,
LLC case.
69. ProCD, Inc. v. Zeidenberg, 86 F.3d 1447, 1450-53 (7th Cir. 1996); Sotelo v.
DirectRevenue, LLC, 384 F. Supp. 2d 1219, 1228 (N.D. Ill. 2005).
70. Sotelo, 384 F. Supp. 2d at 1228.
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addressing the elements of trespass to personal property," 7 1 but the
tort "which had largely been relegated to a historical note in legal
textbooks has reemerged as a cause of action in Internet advertising
72
and e-mail cases."
The court's opinion, which considered the defendants'
arguments for dismissing the trespass to chattels claim, made three
important points. First, Judge Gettleman noted that while previous
cases establishing a trespass to chattels claim for Internet interference
had been brought on behalf of an Internet Service Provider, the
distinction between the Internet Service Provider status of the
plaintiffs in those cases, and the individual computer user status of
Mr. Sotelo and the other class members in the present case was
immaterial. "The elements of trespass to personal propertyinterference and damage--do not hinge on the identity of the plaintiff,
and the cause of action may be asserted by an individual computer
user who alleges unauthorized electronic contact with his computer
system that causes harm. '73 The harm suffered to the plaintiffs
computer (use of memory and screen pixels), is similar to the harm
the court recognized the plaintiff had suffered in CompuServe.74 The
cases that established the use of trespass to chattels for other Internetrelated interferences, such as spam or unauthorized web crawlers, did
not make a distinction between the status of the plaintiff as an Internet
Service Provider in finding that there was damage to the computers. 75
Recognizing that the harm the Internet Service Providers' computers
suffered is similar to the harm the plaintiffs individual computer has
suffered is important, as it allows the individual computer user to
bring the claim for damage to his or her own computer.
The second important point that was made in the opinion was
that in denying AccuQuote (pop-up advertiser) and aQuantive's
(Internet marketing agency) motions to dismiss, the court recognized
that advertisers and agents could also be liable for the damage they
were causing to the user's computer through their alleged

71. Id.
72. Id. at 1230.
73. Id.
74. Id. at 1230-31.
75. See CompuServe, Inc. v. Cyber Promotions, Inc., 962 F. Supp. 1015, 1022 (S.D. Ohio
1997); America Online, Inc. v. LCGM, Inc., 46 F. Supp. 2d at 452 (E.D. Va. 1998); Hotmail
Corp. v. VanS Money Pie, Inc., No. C-98 JW PVT ENE, C 98-20064 JW, 1998 WL 388389, at
*7 (N.D. Cal. Apr. 16, 1998); America Online, Inc. v. IMS, 24 F. Supp. 2d 548, 550 (E.D. Va.
1998) (establishing claims for trespass to chattels without discussing the identity of the
plaintiff).
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participation in the spyware industry. AccuQuote and aQuantive both
argued that they had no control over the displaying of the End User
Licensing Agreement, and thus had no intent to unlawfiully trespass
onto plaintiffs computer. 76 The court clarified that the advertisers
need not "intend" to trespass or violate the law; the plaintiffs claim
was sufficient when it alleged that "AccuQuote and aQuantive,
intentionally placed or caused to be placed advertisements through
spyware that unlawfully interfered with plaintiff's use of his computer
and Internet connection. '77 Through recognizing that companies who
intentionally work with others who trespass onto computers can be
liable, the opinion expanded the scope of defendants to allow plaintiff
to more effectively put an end to the unlawful spyware practices.
Finally, the third important point made in the opinion related to
the discussion on the damages plaintiff suffered from the pop-up
advertisements. Both AccuQuote and aQuantive argued that "plaintiff
78
fail[ed] to allege that they caused actual damage to his property."
Defendants believed there could be no damage because "each
individual advertisement can be closed by the computer user as it
appears, they cannot cause any actionable injury. ' 79 The court looked
beyond the damage caused to a computer from just one pop-up
advertisement and looked at the damage caused by spyware with a
broader perspective as it found that "[defendants'] argument ignores
the reality of computer and Internet use, and plaintiffs allegations
that part of the injury is the cumulative harm caused by the volume
and frequency of the advertisements. ' 80 The harm from
DirectRevenue's software is the excessive number of pop-up
advertisements sent out by DirectRevenue in numbers reaching
approximately 1.5 billion in one month alone. 8' The high volume of
advertisements and the rapid rate at which they continuously pop-up
onto the user's screen cost the computer user lost time and
productivity and burden the machine through consuming additional
memory and screen display space. 82
With regards to the remaining counts in the plaintiffs complaint,
the court dismissed plaintiffs unjust enrichment claim after finding
that the defendants did not retain a benefit that plaintiff would
76.
77.
78.
79.
80.
81.
82.

Sotelo, 384 F. Supp. 2d at 1231.
Id. at 1232.
Id.
Id.
Id.at 1232-33.
Id.at 1233.
Id.
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otherwise be entitled to receive, but allowed the remainder of
plaintiff's claims for consumer fraud, negligence, and criminal
83
computer tampering to proceed.
V. LANDMARK SETTLEMENT REACHED

Just as the Sotelo v. DirectRevenue, LLC case was reaching the
class certification stage of litigation, the parties reached a settlement
agreement that has been characterized as potentially having "powerful
implications for the business model of all adware and spyware
companies." '84 The injunctive terms were aggressive and have been
characterized by BNA as "reforms to ease the burden on
consumers. '85 In short, the agreement helps to correct the practices
plaintiff alleged were the most misleading and deceptive about the
DirectRevenue software. 86

83. Id. at 1233-36.
84. Direct Revenue Settlement Spells Changes For Spyware Practices,ADOTAS, Mar. 13,
http://www.adotas.comI/2006/03/direct-revenue-settlement-spells-changes-for-spyware2006,
practices/.
85. Marketers Settle Illinois Class Action Over Drive-By Downloads of Adware
Programs, in BNA, INC., ELECTRONIC COMMERCE & LAW REPORT, VOL. 11, No. 11, Mar. 15,
2006, at 287.
86. The injunctive terms of the settlement agreement, in their entirety, are as follows:
a.DirectRevenue will not collect any personally identifiable information (name, address,
social security number, e-mail address, bank account information, etc.) about
computer users. To the extent that DirectRevenue possesses any such data, said data
will be destroyed. DirectRevenue shall provide to Class Counsel an affidavit by one
of its officers so certifying the destruction and non-existence of such data within
fourteen (14) days of the Effective Date of this Agreement.
b.DirectRevenue will assure that, prior to the installation of the Software, computer users
are (a) provided with DirectRevenue's End User License Agreement ("EULA"), and
(b) given two choices, of equal prominence within the modal box or landing page, to
the effect of:
"I have read and accept the agreement" or
"I do not accept the terms of the agreement"
The "accept" option will not be a default option. If the user selects the "I
do not accept" choice, the Software will not be installed.
c. In addition to providing computer operators with its EULA, DirectRevenue will also
disclose, separate and apart from the EULA, that: (1) users will receive
advertisements while online, along with a brief description of the types of ads that
will be displayed; (2) DirectRevenue will collect information about web sites visited
by users; (3) users may receive ads with adult content if and while they are visiting
websites with adult content; and (4) the Software will be included in their installation
of the ad-supported software. This disclosure will be independently displayed within
the modal box containing the "I have read and accept" and "I do no accept" choices
described above. The additional disclosures shall appear above the choices described
in subparagraph b, above, but will end no more than one inch away from those
choices.
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d.DirectRevenue will not install Software via ActiveX installations, security exploits, or by
any other method that does not require users' affirmative consent.
e. In DirectRevenue's EULA, DirectRevenue will disclose the fact that the Software serves
pop-up ads based on web sites visited by the user, and that DirectRevenue collects
non-personally identifiable information, in order to serve those ads. The EULA will
explain DirectRevenue's use of the non-personally identifiable information. The
EULA will also notify users as to how the Software can be uninstalled, and will
provide information on how to access DirectRevenue's website and customer
support.
f. Without charge, DirectRevenue will provide help to consumers in removing the
Software via e-mail. In addition, DirectRevenue will provide a toll free telephone
number that will allow consumers to call and receive a recorded message that
includes: (1) detailed instructions about how to remove the Software, and (2)
information directing users to locations on the Interet to learn more information
about how to remove the Software.
g.In new distribution contracts, DirectRevenue will require distributors to abide by the
policies represented in this settlement. DirectRevenue will closely police its
distributors. If DirectRevenue learns that a distributor is violating these terms,
DirectRevenue will take appropriate action based on the circumstances of the
violation, potentially including termination of the distributor.
h.Distributors will not be permitted to use sub-distributors unless those entities are bound
by contract to adhere to the policies represented herein.
i. DirectRevenue will not distribute the Software via web sites targeted primarily at
children. The EULA will include a disclosure that the Software should only be
installed by users 18 years of age and older, and instructions (or a reference link to
such instructions) on how to manage the user's operating system to minimize the
possibility that children will be served with ads by the Software. DirectRevenue will
disclose to Net Nanny (and similar services) the IP address of any server sending
adult content ads through the Software.
j. DirectRevenue will not use the word "free" in banner ads describing the underlying
program (i.e., the screen saver or video game) unless the ad also discloses that the
program is ad-supported.
k.When the Software displays a pop-up ad, the "X" button on the title bar of the ad
window (used to close the ad window) will not appear off-screen, unless this effect is
caused by a technical issue without DirectRevenue's knowledge or beyond
DirectRevenue's control.
1.All DirectRevenue ads will include a "?" button on the title bar, or a text link indicating
that further information is available, which displays information about the Software
when clicked. This information will include (1) an explanation of why the user is
receiving the ad; (2) the identity of the consumer application the user downloaded
with the Software (when and to the extent this is technically feasible); and (3) an
instruction that, if the user so desires, the user can uninstall the Software using the
Windows "Add/Remove Programs" function.
m. The Software will not display adult content ads unless the user is viewing adult
websites. DirectRevenue will disclose to Net Nanny (and similar services) the IP
address of any server sending adult content ads through the Software.
n.The Software will be listed in the Windows "Add/Remove Programs" list under the
exact same name used in branding the ads. DirectRevenue will make removal of the
Software easy.
o.DirectRevenue will not modify security settings on users' computers.
p.DirectRevenue will not reinstall its Software once a user has uninstalled it through the
Windows "Add/Remove Programs" function, unless the user later opts to download
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The terms of the agreement require DirectRevenue to take
certain steps that will help to ensure consumers are fully informed
about the character of the software, before such software is
downloaded onto a computer. Prior to installing its software onto a
computer, DirectRevenue must notify users of the EULA; provide
additional explanations and descriptions about the software that will
be downloaded; and provide users with clear options to either accept
or reject the product after reviewing these terms and descriptions.
Once the software is downloaded, the agreement also requires
DirectRevenue to take measures that will ease the confusion and
deception that plaintiff alleged previously surrounded the
uninstallation process. DirectRevenue's pop-up advertisements must
all now contain a "question mark" icon that, once clicked, will direct
users to information that explains why the user is receiving the popup advertisement and instructions on how the program can be
uninstalled. DirectRevenue is also obligated to provide help to users
who wish to uninstall the software. This help will be available
through e-mail or a toll-free telephone line that will provide
instructions and information on how to remove the software.
DirectRevenue must also take measures, such as limiting the number
of times it changes its corporate name and using the same corporate
and install another bundled application and the installation proceeds in accordance
with the terms herein.
q.DirectRevenue will not delete other software on the user's computer other than any
underlying program (e.g. screensaver) that was bundled with the Software upon the
user's removal of the Software.
r. DirectRevenue will not materially modify the Software's functionality without providing
the user with notice and an opportunity to uninstall the Software.
s.DirectRevenue will agree to limit its advertisements to a network average of 10 or less
per computer per 24-hour period.
t. DirectRevenue agrees that its removal instructions shall continue to be posted in a form
in
substantial
conformity
with
that
currently
found
at:
http://www.bestoffersnetworks.com/uninstall/.
u.Upon request by e-mail identifying the user seeking assistance as visually impaired,
DirectRevenue will personally assist (through live telephone support) any visually
impaired person in removing the Software.
v.DirectRevenue will limit its number of name changes used on its advertisements (i.e.,
"Best Offers") to once per two years.
w. DirectRevenue will agree to purchase sponsored links, if Google is willing to sell such
sponsored links, that provide links to help consumers remove DirectRevenue
software. At a minimum, DirectRevenue will agree to purchase links, if Google is
willing to sell such sponsored links, for "Best Offers" and "Best Offers removal". By
clicking on the sponsored link, the user will be taken to an Intemet page with
instructions on how to remove the Software. Should DirectRevenue change the name
of its software, it will purchase sponsored links with the new name of the Software
referenced.
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name on its software programs and advertisements, to help consumers
to easily identify the company once the software has been installed on
the user's computer.
The settlement agreement provides sweeping relief to help to
curb the practices that were overwhelming users' computers with
unwanted pop-up advertisements. 87 Through the settlement,
DirectRevenue has agreed to limit the number of pop-up
advertisements it will send out (no more than an average of ten on a
network average per computer during a 24-hour period), and change
the practices that allegedly frustrated and deceived consumers during
the installation and uninstallation process. These changes will help to
protect consumers through informing them about the software that is
being downloaded onto their computers and providing clearer
methods consumers can use to uninstall the software. In addition,
pursuant to the settlement agreement, Illinois residents are still
permitted to individually seek monetary relief against DirectRevenue
for damage that was caused to their computers.
VI. DISTINGUISHING SOTELO V. DIRECTREVENUE FROM PREVIOUS
SPYWARE CASES

Pop-up advertisements and the spyware software industry have
previously been attacked in other litigation. These previous cases
have been met with limited success; however, the distinctions in
Sotelo v. DirectRevenue LLC's complaint and legal claims
demonstrate that Sotelo had stronger legal claims to allow it to yield a
more successful result in the end. 88
Previous cases attacking pop-up advertisements have typically
been brought on behalf of companies who are disenchanted with the
idea that when a consumer searches and views their web page, the
spyware software will track the user's Internet activity and send popup advertisements from the companies' competitors to the user's
computer screen. 89 The pop-up advertisements are causing damage to

87.

See generally Anna Marie Kukec, Firm Settles Spyware Suit with Illinois Users,

DAILY HERALD, Mar. 14, 2006, at 4; 'Spyware' Firm Agrees to Limits on Software, CHI. TRIB.,

Mar. 14, 2006. Wendy Davis, Settlement Reached in Adware Suit, MEDIA POST PUBLICATIONS,
Mar. 16, 2006, available at
http://publications.mediapost.com/index.cfm?fuseaction-Articles.showArticleHomePage&art-a
id=41054.
88. Brad Slutsky, The Race to Defeat Spyware, A.B.A. COMP. & INT. LITG. J. Vol. 7, No.
2, Summer 2005, at 1.
89. See Gator.com v. L.L. Bean, Inc., 398 F.3d 1125, 1127 (9th Cir. 2005); 1-800
Contacts, Inc. v. WhenU.com, Inc., 414 F.3d 400, 404-05 (2d Cir. 2005); U-Haul Int'l v.
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the computer and not the web page, so actions for trespass to chattels
have not been available to these plaintiffs who only have a possessory
interest in the web page and not the user's own personal computer.
These companies have instead argued that the pop-ups that are
appearing over their web page constitute copyright and trademark
violations. However, because the pop-ups do not copy or use the
copyrighted or trademarked material, or alter the contents of the web
page, courts have found that the claims for the copyright violations
cannot be established. 90
The allegations in Sotelo v. DirectRevenue, LLC can be
distinguished from these cases, as the plaintiff here does have
standing to pursue a trespass to chattel claim. As previously
discussed, trespass to chattels has a solid legal foundation. courts have
accepted that this tort can be a strong cause of action to against
Internet-related interferences. 9 1 The plaintiffs complaint has
established a strong legal foundation by demonstrating the specific
damage that results from the pop-ups that are distributed through
DirectRevenue's spyware software. 92 The plaintiffs legal standing on
the trespass to chattels claim and specific damage allegations
demonstrate that Sotelo v. DirectRevenue, LLC can be distinguished
from other pop-up advertisement cases and will help to set a strong
legal precedent for future litigation. 93

WhenUcom, Inc., 279 F. Supp. 2d 723, 724 (E.D. Va. 2003); Wells Fargo & Co. v.
WhenUcom, Inc., 293 F. Supp. 2d 734, 743-44 (E.D. Mich. 2003).
90. See Gator.com v. L.L. Bean, Inc., 398 F.3d 1125, 1130 (9th Cir. 2005); 1-800
Contacts, Inc. v. WhenU.com, Inc., 414 F.3d 400, 408 (2d Cir. 2005); U-Haul Int'l v.
WhenUcom, Inc., 279 F. Supp. 2d 723, 729 (E.D. Va. 2003); Wells Fargo & Co. v.
WhenUcom, Inc., 293 F. Supp. 2d 734, 747-49 (E.D. Mich. 2003).
91. See, e.g., America Online, Inc. v. LCGM, Inc., 46 F. Supp. 2d 444 (E.D. Va. 1998);
Hotmail Corp. v. Van$ Money Pie, Inc., No. C-98 JW PVT ENE, C 98-20064 JW, 1998 WL
388389 (N.D. Cal. Apr. 16, 1998); America Online, Inc. v. IMS, 24 F. Supp. 2d 548 (E.D. Va.
1998); America Online, Inc. v. Prime Data Systems, No. Civ.A. 97-1652-A, 1998 WL 34016692
(E.D. Va. Nov. 20, 1998). See also Intel Corp. v. Hamidi, 30 Cal.4th 1342,1348, 1 Cal. Rptr. 3d
32, 37, 71 P.3d 296, 300 (discussing the approval of federal district courts' approval of trespass
to chattels as a theory of liability against "spammers").
92. Contra DirectTV, Inc. v. Chin, No. SA-03-CA-0660-RF, 2003 WL 22102144 (W.D.
Tex. Aug. 26, 2003) (dismissing a trespass to chattels claim against a pop-up advertiser when
plaintiff did not allege any specific type of damage, but merely "[made] a general claim that, 'on
more than one occasion,' Plaintiff's 'pop up' ads have appeared on his computer").
93. See generally Slutsky, supranote 88 (noting the difference between the previous cases
and Sotelo).
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CONCLUSION

Sotelo v. DirectRevenue, LLC will have a considerable impact in
the area of Internet-related case law and on the spyware industry. The
impact of this decision has already been realized, as other lawsuits
have subsequently been filed. 94 The court's opinion denying
defendants' motion to dismiss is significant. The opinion recognizes
that a claim for trespass to chattels can be used to attack unauthorized
pop-up advertisements that appear on one's computer. The opinion
also establishes that all computer users-not just Internet Service
Providers--can pursue claims for damage caused to their individual
computers, and recognizes that all parties involved, including
advertisers and agents, can be liable for trespass to chattels if the
computer itself is damaged from the repeated number of pop-ups
received. The settlement that was reached will also help to correct the
allegedly deceptive practices associated with the software so that
consumers will be protected through being more informed about the
character of the software before it is downloaded onto a computer.

94. Simios v. 180Solutions, Inc., No. 05-C-5235 (N.D. I11.2005); Kerrins v Intermix
Media, Inc., No. CV 05-5408-RGK (C.D. Cal. 2005). Press Release, Office of New York State
Attorney General Eliot Spitzer, State Sues Major "Spyware" Distributor (Apr. 4, 2006),
http://www.oag.state.ny.us/press/2006/apr/aprO4aO6.html
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